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The phone is evidence: 
 Secure the phone 
 Do not allow anyone to operate 
 Do not navigate the menu or open any 

messages at this time 
 Document all information visible on the current 

screen 

Block Phone 
From 

Network 
 

Select a 
Method 

Document all 
actions taken 

Phone 
Power 
Status 

ON 

OFF 

Leave Phone 
Off 

Turn Phone 
Off 

 RF Blocking: 
 Faraday Bag 
 RF Nylon mesh fabric 

 Turn off receiver: 
 “Airplane Mode” 
 Contact Network Provider 

 Cell frequency “jammer” (if legal) 

CAUTION 
May 

engage 
phone lock Normal 

Shutdown 
Pull Battery 

Document all actions: 
 Ask questions: 

 What is the PIN/PUK 
 Who is the service provider 
 What is the phone number 

 Seize all related material: 
 *SIM and memory cards 
 Phone bills 
 Software and cable 

 Computer may be potential 
evidence if mobile was ever 
connected. 

 Package all items carefully and 
transport to a qualified mobile 
phone examiner 

First Responder 
Mobile Phone Seizure Flowchart© 

This flow chart is provided as a general guide for “best 
practices” in seizing mobile phones. It is not intended to 
replace agency guidelines or policy. 
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